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  T his  category cons is ts  of those f laws whereby a reference to an area of m em ory or s torage is  not  
   checked properly. T his  inc ludes  the c lass ic  buffer overf low problem . G ood descriptions  of the    

  buffer overf low have been done by A leph O ne [2] and H oward and LeB lanc  [17, chapter 5]. Another   
 c lass ic  exam ple is  pass ing a pointer into the kernel, the target of which the application does  not 

have proper access  rights . Schroeder and Saltzer [29] describe th is  problem  and its  counterm easures  
                                             very well.                                             

Poor pa ram ete r va lue  check
  Bes ides  references  to s torage and m em ory, other param eters  such as  f ile nam es usually need to be  

 validated. W e separate validation of address  from  non-address  param eters , both because address ing  
  errors  tend to have m ore serious  security consequences , and because different m odel checking and  

  s tatic  analys is  techniques  have been used in the literature to address  the two c lasses . A s im ple  
exam ple of such a poor param eter value check was  found and f ixed in the M ultics  operating sys tem  by 
    R obert M abee in about 1971. A M ultics  ring num ber was  required to be between 0 and 63, and a    

 user-spec if ied ring num ber was  checked to ensure that it was  greater than or equal to the current  
  ring. U nfortunately, that check m issed the poss ib lity that setting a ring num ber to 64 would be   

 greater than the current ring num ber, but when inserted into the bit f ield, would be truncated m od 
               64, and therefore be set to 0, the m ost privileged ring in the sys tem .               

Inco rrect check pos ition ing
  Incorrec t check pos itioning occurs  when the program m er validates  input param eters , but does  the   

   validation checks  in the wrong order, or after the param eter has  been used in som e fashion. A    
 s im ple exam ple from  a f ile sys tem  would be to check whether a f ile exis ts  or not, before checking  
  whether the user has  access  to search the contain ing direc tory. R eturning a f ile does  not exis t   

               error would reveal inform ation that the user was  not supposed to see.                

Iden tifica tion /Au then tica tion  Inadequa te
    T his  f law occurs  when the sys tem  does  not com pletely check whether the caller has  suff ic ient    

 perm iss ions  to do the reques ted operation, or is  the entity that it c laim s to be. W e separate th is  
    c lass  from  the other validation errors  because usually th is  requires  access  to m eta-data or     

 protocol-level inform ation. Landwehr, et. al. [23, case U 4] c ites  a case where â � � s en dmai l â � � o n UNIX  
   allowed the user to spec ify any f ile as  the configuration f ile, even if  the user d id not have    

                                        access  to the f ile.                                         
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