
Root

(BU F F ) Bu ffe r overflows, fo rm at s trings, e tc .

(SVM ) S tructu re  and  Va lid ity  P rob lem s

(SPEC ) Specia l E lem ents (C haracte rs  o r R eserved  W ords)

(SPEC M ) C om m on Specia l E lem ent M an ipu la tions

(SPEC T S) Techno logy-Specific  Specia l E lem ents

(PAT H ) Pa thnam e Traversa l and  Equ iva lence  E rro rs

(C P) C hanne l and  Pa th  E rro rs

(C C C ) C leansing , C anon ica liza tion , and  C om parison  E rro rs

(IN F O ) In fo rm ation  M anagem ent E rro rs

(R AC E) R ace  C ond itions

(PPA) Perm iss ions, P riv ileges, and  AC Ls

(H AN D ) H and le r E rro rs

(U I) U ser In te rface  E rro rs

(IN T ) In te raction  E rro rs
 An interac tion error occurs  when two entities  work correc tly when running independently, but they  

interac t in ways  when they are run together. T his  could apply to produc ts , sys tem s, com ponents , etc .

(IN IT ) In itia liza tion  and  C leanup  E rro rs

(R ES) R esource  M anagem ent E rro rs

(N U M ) N um eric  E rro rs

(AU T H EN T ) Au then tica tion  E rro r
           the produc t does  not properly ensure that the user has  proven their identity.            

(C RYPTO ) C ryp tograph ic  e rro rs

(R AN D ) R andom ness and  P red ic tab ility
  T he produc t m ay use insuff ic iently random  num bers  or values  in a security context that requires    

                                       unpredic table num bers .                                       

(C O D E) C ode  Eva lua tion  and  In jection

(ER S) E rro r C ond itions, R e tu rn  Va lues, S ta tus C odes
  If  a func tion in a produc t does  not generate the correc t return/s tatus  codes , or if  the produc t   

    does  not handle all poss ib le return/s tatus  codes  that could be generated by a func tion, then    
 security issues  m ay result. T his  type of problem  is  m ost often found in conditions  that are rarely 

  encountered during the norm al operation of the produc t. P resum ably, m os t bugs  related to com m on   
conditions  are found and elim inated during developm ent and tes ting. In som e cases , the attacker can 

           d irec tly control or inf luence the environm ent to trigger the rare conditions .            

(VER ) Insu ffic ien t Verifica tion  o f D a ta
the produc t does  not suff ic iently verify the orig in or authentic ity of data, in a way that leads  to 

                                          a vulnerability.                                          

(M A ID ) M od ifica tion  o f Assum ed-Im m utab le  D a ta
    the produc t does  not properly protec t an assum ed-im m utable elem ent from  being m odif ied by an    

                                             attacker.                                              

(M AL) P roduct-Em bedded  M a lic ious C ode
     the produc t, as  delivered to the consum er, contains  undocum ented, h idden func tionality or      

 configuration that is  spec if ically intended to secretly obtain access , sens itive data, or cause a  
 denial of service when certain conditions  are m et. N ote: th is  is  d is tinc t from  default, docum ented 
   configuration that happens  to be insecure, or intentionally em bedded vulnerabilities . In som e    

         cases , the lines  can be blurred, and the developer’s  intentions  can not be known.          

(AT T M IT ) C om m on A ttack M itiga tion  F a ilu res

(C O N T ) C on ta inm ent e rro rs  (con ta ine r e rro rs)

(M ISC ) M isce llaneous W IF F s

BU F F  - Bu ffe r Boundary V io la tions (’bu ffe r overflow ’)

O VER  - U nbounded  Transfe r (’c lass ic  overflow ’)

U N D ER  - Boundary beg inn ing  v io la tion  (’bu ffe r underflow ’ ? )
the produc t writes  at leas t part of the data before the beginning of the buffer that it in tended to 

                                               write.                                               

R EAD  - O u t-o f-bounds R ead
       the produc t reads  data pas t the end, or before the beginning, of the intended buffer.        

O R EAD  - Bu ffe r over-read
                    the produc t reads  data pas t the end of the intended buffer.                     

U R EAD  - Bu ffe r under-read
                    the produc t reads  data pas t the end of the intended buffer.                     

IN D EX - A rray index overflow
  a buffer overf low or underf low that occurs  when an attacker-inf luenced value is  used as  an array  

                                               index.                                               

LEN  - Leng th  Param ete r Inconsis tency
      the attacker can m anipulate the length param eter assoc iated w ith an input so that it is        

                         incons is tent w ith the ac tual length of the input.                          

LEN C ALC  - O ther leng th  ca lcu la tion  e rro r

F O R M AT - F orm at s tring  vu lne rab ility

VAL - Va lue  P rob lem s

PAR  - Param ete r P rob lem s

ELT - E lem ent P rob lem s

W T YPE - W rong  D a ta  Type
  the application does  not properly handle when a particular elem ent is  of the wrong type, e.g. it  

                     expec ts  a dig it (0-9) but is  provided w ith a letter (A -Z).                     

IN C O M P - Incom p le te  E lem ent
  the application does  not properly handle when a particular elem ent is  not com pletely spec if ied.   

IN C  - Inconsis ten t E lem ents
    the produc t does  not handle when m ultip le param eters , f ields , argum ents , or values  should be    

                                      cons is tent, but are not.                                      

M ISS  - M iss ing  Va lue  E rro r
    the produc t does  not handle when a param eter, f ield, or argum ent nam e is  spec if ied, but the     

                   assoc iated value is  m iss ing, i.e. it is  em pty, b lank, or null.                   

EXT - Extra  Va lue  E rro r
             the produc t does  not handle when m ore values  are spec if ied than expec ted.              

U N D EF  - U nde fined  Va lue  E rro r
 the produc t does  not handle when a value is  not defined or supported for the assoc iated param eter, 

                                      f ield, or argum ent nam e.                                      

M ISS  - M iss ing  Param ete r E rro r
 the produc t does  not handle when a param eter, f ield, or argum ent nam e is  not spec if ied. Typically, 

                      the elem ent is  either required or frequently spec if ied.                       

EXT - Extra  Param ete r E rro r
   the produc t does  not handle when a param eter, f ield, or argum ent nam e is  spec if ied two or m ore   

                                               tim es .                                               

U N D EF  - U nde fined  Param ete r E rro r
 the produc t does  not handle when a param eter, f ield, or argum ent nam e is  not defined or supported  

                                          by the produc t.                                           

M ISS  - M iss ing  E lem ent E rro r
               the produc t does  not handle when an expec ted elem ent is  not provided.                

G EN  - G enera l Specia l E lem ent P rob lem s

D ELIM  - D e lim ite r P rob lem s

IN PT ER M  - Inpu t Term ina to r

IN PLEAD  - Inpu t Leader

Q U O T E - Q uo ting  E lem ent

ESC APE - Escape , M eta , o r C on tro l C haracte r / Sequence

C O M M EN T - C om m ent E lem ent

M AC R O  - M acro  Sym bo l

SU BST - Substitu tion  C haracte r

VAR N AM E - Variab le  N am e D e lim ite r

W ILD C AR D  - W ildcard  o r M atch ing  E lem ent

W H IT ESPAC E - W h itespace

G R O U PIN G  - G roup ing  E lem ent / Pa ired  D e lim ite r
 does  not properly handle the charac ters  that are used to m ark the beginning and ending of a group  

                      of entities , such as  parentheses , brackets , and braces .                       

N U LL - N u ll C haracte r / N u ll Byte

PAR AM  - Param ete r D e lim ite r

VAL - Va lue  D e lim ite r

R EC  - R ecord  D e lim ite r

L IN E  - L ine  D e lim ite r

SEC T IO N  - Section  D e lim ite r

EXPR  - D e lim ite r be tween  Express ions o r C om m ands

IN J - Specia l E lem ent In jection

LEAD IN G  - Lead ing  Specia l E lem ent

T R AIL IN G  - Tra iling  Specia l E lem ent

IN T ER N AL - In te rna l Specia l E lem ent

EQ  - Equ iva len t Specia l E lem ent In jection

M U LT - M u ltip le  Lead ing  Specia l E lem ents

M U LT - M u ltip le  Tra iling  Specia l E lem ents

M U LT - M u ltip le  In te rna l Specia l E lem ent

XSS  - C ross-s ite  scrip ting  (XSS)
the produc t does  not properly c leanse H T M L or sc ript from  an input before it is  inserted into a web 

                  page, in a way that causes  it to be processed on the web c lient.                  

IN J - In jection  P rob lem s

C R LF  - C R LF  In jection
the produc t uses  C R LF (carriage return line feeds) as  a spec ial sequence, e.g. to separate lines  or 

            records , but it does  not properly handle inputs  that contain C R LF sequences .            

N U LLT ER M  - Im proper N u ll C haracte r Term ina tion
   the produc t does  not properly term inate a s tring or array w ith a null charac ter or equivalent    

                                            term inator.                                             

BASIC  - Basic  XSS
  ’Bas ic ’ XSS  involves  a com plete lack of c leans ing of any spec ial charac ters , inc luding the m ost   

                        fundam ental XSS  elem ents  such as  "<", ">", and "& ".                         

ER R  - XSS  in  e rro r pages

IM G  - Scrip t in  IM G  tags

AT T R IB  - XSS  us ing  Scrip t in  A ttribu tes
  the produc t does  not f ilter "javascript:" or other U R I’s  from  dangerous  attributes  w ith in tags ,   

                          such as  onm ouseover, onload, onerror, or s tyle.                           

EN C O D ED  - XSS  us ing  Scrip t V ia  Encoded  U R I Schem es

D O U BLE - D oub led  characte r XSS  m an ipu la tions, e .g . ’<<scrip t’

N U LL - N u ll C haracte rs  in  Tags

ALT SYN  - A lte rna te  XSS  syn tax

O S - O S  C om m and In jection

AR G  - A rgum ent In jection  o r M od ifica tion
   the produc t does  not properly safeguard O S  com m and or other argum ents  from  m odif ication by an    

                  attacker before execution, leading to security-relevant changes                    

SQ L - SQ L in jection
the produc t does  not properly f ilter or quote spec ial charac ters  or reserved words  that are used in 

  SQ L queries , allow ing attackers  to m odify the syntax, content, or com m ands of the resulting SQ L   
                                    query before it is  executed.                                    

LD AP - LD AP in jection
the produc t does  not properly f ilter or quote spec ial charac ters  or reserved words  that are used in 

  LD AP queries  or responses , allow ing attackers  to m odify the syntax, contents , or com m ands of the  
                                 LD AP query before it is  executed.                                  

XM L - XM L in jection  (aka  B lind  Xpa th  in jection )
the produc t does  not properly f ilter or quote spec ial charac ters  or reserved words  that are used in 
     XM L, allow ing attackers  to m odify the syntax, content, or com m ands of the XM L before it is      

                                    processed by an end sys tem .                                     

C U STO M  - C ustom  Specia l C haracte r In jection
the produc t does  not properly f ilter or quote spec ial charac ters  or reserved words  that are used in 
 a cus tom  or proprietary language or representation that is  used by the produc t, allow ing attackers  
       to m odify the syntax, content, or com m ands before they are processed by an end sys tem .       

T R AV - Pa th  Traversa l
    the produc t, when cons truc ting f ile or d irec tory nam es from  input, does  not properly c leanse    

     spec ial charac ter sequences  that resolve to a f ile or d irec tory nam e that is  outs ide of a      
                                       res tric ted direc tory.                                        

EQ  - Pa th  Equ iva lence
Path equivalence involves  the use of spec ial charac ters  in f ile and direc tory nam es. H owever, it is  

 d ifferent because the assoc iated m anipulations  are all in tended to generate m ultip le nam es for the 
  sam e objec t, whereas  in path traversal, the m anipulations  are perform ed to generate a nam e for a  

                                         d ifferent objec t.                                          

L IN K  - L ink F o llow ing

V IRT - V irtua l F iles
  Virtual f ile nam es are represented like norm al f ile nam es, but they are effec tively aliases  for   

 other resources  that do not behave like norm al f iles . D epending on their func tionality, they could 
               be alternate entities . T hey are not necessarily lis ted in d irec tories .               

R EL - R e la tive  Pa th  Traversa l
      the produc t can cons truc t a path that contains  relative traversal sequences  such as  ".."      

ABS - Abso lu te  Pa th  Traversa l

1  - ’../filed ir’

2  - ’/../filed ir’

3  - ’/d irecto ry /../filenam e ’

4  - ’d irecto ry /../../filenam e ’

5  - ’..\filenam e ’ (’do t do t backs lash ’)

6  - ’\..\filenam e ’ (’lead ing  do t do t backs lash ’)

7  - ’\d irecto ry \..\filenam e ’

8  - ’d irecto ry \..\..\filenam e ’

9  - ’...’ (tr ip le  do t)

10  - ’....’ (m u ltip le  do t)

11  - ’....//’ (doub led  do t do t s lash)

12  - ’.../...//’

1  - /abso lu te /pa thnam e/here

2  - \abso lu te \pa thnam e\here  (’backs lash  abso lu te  pa th ’)

3  - ’C :d irnam e ’ o r C : (W indows vo lum e o r ’d rive  le tte r’)

4  - ’\\U N C \share \nam e\’ (W indows U N C  share )

T D O T - Tra iling  D o t - ’fi led ir.’

ID O T - In te rna l D o t - ’fi le .o rd ir’

T SPAC E - Tra iling  Space  - ’fi led ir ’

LSPAC E - Lead ing  Space  - ’ fi led ir’

ISPAC E - file (SPAC E)nam e (in te rna l space)

T SLASH  - filed ir/ (tra iling  s lash , tra iling  /)

M LSLASH  - //m u ltip le /lead ing /s lash  (’m u ltip le  lead ing  s lash ’)

M ISLASH  - /m u ltip le //in te rna l/s lash  (’m u ltip le  in te rna l s lash ’)

M T SLASH  - /m u ltip le /tra iling /s lash // ( ’m u ltip le  tra iling  s lash ’)

M IBSLASH  - \m u ltip le \\in te rna l\backs lash

T BSLASH  - filed ir\ (tra iling  backs lash)

D O T D IR  - /./ (s ing le  do t d irecto ry)

W ILD  - filed ir* (aste risk  / w ildca rd )

IN O U T - d irnam e/fakech ild /../rea lch ild /filenam e

83F N AM E - W indows 8 .3  F ilenam e
     on later W indows operating sys tem s, a f ile can have a "long nam e" and a short nam e that is      
     com patib le w ith older W indows f ile sys tem s, w ith up to 8 charac ters  in the f ilenam e and 3      

 charac ters  for the extens ion. T hese "8.3" f ilenam es, therefore, have the "alternate nam e" property 
            for f iles  w ith long nam es, so are useful pathnam e equivalence m anipulations .            

M U LT - M u ltip le  Tra iling  D o t - ’fi led ir....’

M U LT - M u ltip le  In te rna l D o t - ’fi le ...d ir’’

U N IX  - U N IX  Pa th  L Ink p rob lem s

W IN  - W Indows Pa th  L ink p rob lem s

SYM  - U N IX  sym bo lic  link  (sym link) fo llow ing

H AR D  - U N IX  hard  link

LN K  - W indows Shortcu t F o llow ing  (.LN K)

H AR D  - W indows hard  linkD O SD EV - W indows M S-D O S device  nam es

W IN  - W indows Virtua l F ile  p rob lem s

M AC  - M ac Virtua l F ile  p rob lem s

ALT ST R EAM  - W indows ::D ATA a lte rna te  da ta  s tream

D S - App le  ’.D S_S to re ’

ALT ST R EAM  - App le  H F S+ a lte rna te  da ta  s tream

C H AN  - C hanne l E rro rs

ALT PAT H  - A lte rna te  Pa th  E rro rs

U PAT H  - U n trusted  Search  Pa th
    T he produc t uses  a set of one or m ore "paths" to search for des ired resources , such as  code     

   libraries  or configuration f iles , but an attacker can m odify the path so that it references  an   
                                   attacker-controlled resource.                                    

PR IM  - U npro tected  P rim ary C hanne l
 the produc t uses  a prim ary channel for adm inis tration or res tric ted func tionality, but it does  not 

                                   properly protec t the channel.                                    

ALT - U npro tected  A lte rna te  C hanne l
  the produc t protec ts  a prim ary channel, but it does  not use the sam e level of protec tion for an   

                                         alternate channel.                                         

PR O XIED  - P roxied  Trusted  C hanne l
the produc t controls  and trus ts  both endpoints  of a channel, but one endpoint can be accessed by an 

                     attacker and used as  a proxy to interac t w ith the produc t.                     

R AC E - A lte rna te  C hanne l R ace  C ond ition
 the produc t opens  an alternate channel for com m unication w ith an authorized user, but the channel  

       is  unprotec ted and a race condition allows an attacker to access  the channel ins tead.        

W M  - U npro tected  W indows M essag ing  C hanne l (’Sha tte r’)
 the produc t does  not properly verify the source of a m essage in the W indows M essaging Sys tem  while 

    running at elevated privileges , c reating an alternate channel through which an attacker can     
                              d irec tly send a m essage to the produc t.                               

D R EQ  - D irect R equest aka  ’F o rced  B rowsing ’
the web produc t does  not suff ic iently prevent a res tric ted or supporting sc ript from  being accessed 

                  d irec tly by an attacker w ithout going through the expec ted path.                  

M ISC  - M isce llaneous a lte rna te  pa th  e rro rs

M U TABLE  - M utab le  Search  Pa th
    T he search path can be m odif ied by an attacker to inc lude a location that contains  m alic ious     

                                             entities .                                              

ELEM EN T - U ncon tro lled  Search  Pa th  E lem ent
          O ne or m ore locations  in a s tatic  search path is  under control of the attacker.           

U N Q U O T - U nquo ted  Search  Pa th  o r E lem ent

EN C  - Encod ing  E rro r

C ASE - C ase  Sensitiv ity  (lowercase , uppercase , m ixed  case)
   Im properly handled case sens itive data can lead to several poss ib le consequences , inc luding: -   

 case-insens itive passwords  reduc ing the s ize of the key space, m aking brute force attacks  eas ier - 
 bypass ing f ilters  or access  controls  us ing alternate nam es - m ultip le interpretation errors  us ing  

                                          alternate nam es                                           

EVE - Early  Va lida tion  E rro rs
 P roduc ts  need to validate data at the proper tim e, after data has  been canonicalized and c leansed. 

 Early validation is  susceptib le to various  m anipulations  that result in dangerous  inputs  that are  
                            produced by canonicalization and c leans ing.                             

VBC  - Va lida te -Be fo re -C anon ica lize
    a program  "validates" data before it is  canonicalized, which leaves  it vulnerable to certain    

m anipulations  that are later rem oved during canonicalization. Invalid data can then avoid detec tion 
                             before it is  produced by canonicalization.                             

F ILT ER  - Va lida te -Be fo re -F ilte r
  a program  validates  data before it has  been f iltered or c leansed, which could produce dangerous    

                                   data after the f iltering s tep.                                   

C O LLAPSE - C o llapse  o f D a ta  in to  U nsa fe  Va lue
  the produc t c leanses  or f ilters  data in a way that causes  the data to "collapse" into an unsafe   

                                               value.                                               

W H IT ELIST - Perm iss ive  W h ite lis t
   an application uses  a "whitelis t" of acceptable values , but the whitelis t perm its  at leas t one   

                                           unsafe value.                                            

BLAC KLIST - Incom p le te  B lack lis t
      an application uses  a "b lacklis t" of prohibited values , but the blacklis t is  incom plete.      

R EG EXP - R egu la r Express ion  E rro r
 a regular express ion is  incorrec tly spec if ied in a way that causes  data to be im properly f iltered, 

                                       com pared, or c leansed.                                       

PC O M P - Partia l C om parison
    U ser input is  only partially com pared to the des ired input before a m atch is  determ ined. For    

exam ple, an attacker m ight succeed in authentication by provid ing a sm all password that m atches  the 
                        assoc iated portion of the larger, correc t password.                         

ALT - A lte rna te  Encod ing
 the produc t does  not properly handle when an input has  been m odif ied to use an alternate encoding. 

D O U BLE - D oub le  Encod ing
             the produc t does  not properly handle when an input has  been encoded tw ice.             

M IXED  - M ixed  Encod ing
     the produc t does  not properly handle when the sam e input uses  m ultip le (m ixed) encodings .      

U N I - U n icode  Encod ing

U R L - U R L Encod ing  (H ex Encod ing)
      the produc t does  not properly handle when all or part of an input has  been U R L encoded.       

R EST - O verly  R estric tive  R egu la r Express ion
  a regular express ion is  overly res tric tive, which prevent dangerous  values  from  being detec ted.   

LEAK - In fo rm ation  Leak (in fo rm ation  d isc losure )
 an inform ation leak is  the intentional or unintentional d isc losure of inform ation that either (1)  

 is  regarded as  sens itive w ith in the produc t’s  own func tionality, such as  a private m essage, or (2) 
 provides  inform ation about the produc t or its  environm ent that could be useful in an attack but is  

norm ally not available to the attacker, such as  the ins tallation path of a produc t that is  rem otely 
  access ib le. M any inform ation leaks  are resultant (e.g. path disc losure in PH P script error), but  
 they can also be prim ary (e.g. tim ing disc repanc ies  in c rypto). T here are m any different types  of  

 problem s that involve inform ation leaks . T heir severity can range w idely depending on the type of  
          in form ation that is  leaked. In addition, inform ation leaks  are often resultant.           

M G T - G enera l In fo rm ation  M anagem ent p rob lem s

LO SS - In fo rm ation  loss o r om iss ion
    the produc t does  not record, or im properly records , security-relevant inform ation, e.g. for     

m onitoring. N ote: these can be resultant vulns , e.g. a buffer overf low m ight trigger a c rash before 
                                   the produc t can log the event.                                   

D IS  - D iscrepancy In fo rm ation  Leaks
  d isc repancy inform ation leak is  an inform ation leak in which the produc t behaves  differently, or  
 sends  different responses , in a way that reveals  security-relevant inform ation about the s tate of  

             the produc t, such as  whether a particular operation was  success ful or not.             

T IM  - Tim ing  d iscrepancy in fo leak
 Two separate operations  in a produc t require different am ounts  of tim e to com plete, in a way that  

   is  observable to an attacker and reveals  security-relevant inform ation about the s tate of the    
               produc t, such as  whether a particular operation was  success ful or not.               

ER R  - E rro r M essage  In fo leaks

C BC  - C ross-Boundary C leansing  In fo leak
    the produc t does  not properly rem ove sens itive data from  a source when preparing it for, or     

trans ferring it to, an untrus ted des tination. N ote: th is  is  intended to be different from  resultant 
 infoleaks  from  in itialization or reuse errors . It could be regarded as  a type of privacy leak. In  
  som e cases , it could be a resultant vulnerability, m ultip le interpretation error, or interac tion  

                                               error.                                               

IN T - In tended  in fo rm ation  leak
   a produc t’s  des ign or configuration explic itly requires  the publication of inform ation that is    

                                             sens itive.                                             

PR O C  - P rocess in fo rm ation  in fo leak to  o the r p rocesses
  C ertain inform ation about a process  could be obtained from  other processes  w ith in the operating   
    sys tem , inc luding argum ents  and environm ent variables . T his  can be an externally controlled     

    in foleak, but som e protec tive m echanism s m ay exis t that could m ake it internally controlled.    

D EBU G  - In fo leak U sing  D ebug  In fo rm ation

R ES - R esponse  d iscrepancy in fo leak
 A response disc repancy inform ation leak occurs  when the produc t sends  different m essages  in d irec t 

response to an attacker’s  reques t, in a way that allows  the attacker to learn about the inner s tate 
            of the produc t. T he leaks  can be inadvertent (bug) or intentional (des ign).             

BEH  - Behavio ra l D iscrepancy In fo leak
   a behavioral d isc repancy inform ation leak occurs  when the produc t’s  ac tions  indicate im portant   
 d ifferences  based on (1) the internal s tate of the produc t or (2) d ifferences  from  other produc ts   

 in the sam e c lass . A ttacks  such as  O S  fingerprinting rely heavily on both behavioral and response  
                                           d isc repanc ies .                                           

IN T - In te rna l behavio ra l inconsis tency in fo leak
   Two separate operations  in a produc t cause the produc t to behave differently in a way that is     
observable to an attacker and reveals  security-relevant inform ation about the internal s tate of the 

               produc t, such as  whether a particular operation was  success ful or not.               

EXT - Exte rna l behavio ra l inconsis tency in fo leak
   the produc t behaves  differently than other produc ts  like it, in  a way that is  observable to an   

    attacker and reveals  security-relevant inform ation about which produc t is  being used, or its     
                                          operating s tate.                                          

PG EN  - P roduct-G enera ted  E rro r M essage  In fo leak
  the produc t identif ies  an error condition and c reates  its  own diagnos tic  or error m essages  that   

                                   contain sens itive inform ation.                                   

EX - P roduct-Exte rna l E rro r M essage  In fo leak
  the produc t perform s an operation that triggers  a diagnos tic  or error m essage that is  not under   

d irec t control of the produc t, e.g. an error generated by the program m ing language that the produc t 
uses . T his  is  inherently a resultant vulnerability from  a W IFF w ith in the produc t or an interac tion 

           error. It m ight be controllable by configuration, e.g. in PH P error m essages .            

U N C LEAR  - Sensitive  In fo rm ation  U nclea red  Be fo re  U se

C O M P - Sensitive  m em ory unc lea red  by com p ile r op tim iza tion
   sens itive m em ory is  c leared according to the source code, but com piler optim izations  leave the   

             m em ory untouched when it is  not read from  again, ak "dead s tore rem oval."              

T R U N C  - Trunca tion  o f Security-re levan t In fo rm ation
T he application truncates  the display, recording, or process ing of security-relevant inform ation in 

                     a way that can obscure the source or nature of an attack.                      

O M IT - O m iss ion  o f Security-re levan t In fo rm ation
 T he application does  not record or d isplay inform ation that would be im portant for identifying the 

                                   source or nature of an attack.                                   

O BS - O bscured  Security-re levan t In fo rm ation  by A lte rna te  N am e
  T he produc t records  security-relevant inform ation according to an alternate nam e of the affec ted  

                               entity, ins tead of the canonical nam e.                               

L IN K  - R ace  cond ition  enab ling  link fo llow ing

S IG N AL - S igna l hand le r race  cond ition

TO C TO U  - Tim e-o f-check Tim e-o f-use  race  cond ition
   the produc t perform s a verif ication check on an objec t, but the objec t (or its  reference) can    

                  change before the produc t perform s an operation on that objec t.                   

C SW IT C H  - C on text Sw itch ing  R ace  C ond ition
 a produc t perform s a series  of non-atom ic  ac tions  to switch between contexts  that c ross  privilege  
or other security boundaries , but a race condition allows an attacker to m odify or m is represent the 

                               produc t’s  behavior during the switch.                                

ALT C H AN  - A lte rna te  C hanne l R ace  C ond ition

M ISC  - O ther race  cond itions

PR IV  - P riv ilege  / sandbox e rro rs
A variety of vulnerabilities  occur w ith im proper handling, ass ignm ent, or m anagem ent of privileges . 
     T hese are espec ially present in sandbox environm ents , although it could be argued that any     
   privilege problem  occurs  w ith in the context of som e sort of sandbox. N ote: can heavily overlap   

                                        authorization errors                                         

PER M  - Perm iss ion  e rro rs

O W N  - O wnersh ip  e rro rs
the produc t ass igns  the wrong ownership, or does  not properly verify the ownership, of an objec t or 

                                             resource.                                              

AC L - Access C on tro l L is t (AC L) e rro rs

U SER  - U ser m anagem ent e rro rs

ASS IG N  - Inco rrect P riv ilege  Ass ignm ent
                 a produc t incorrec tly ass igns  a privilege to a particular entity.                  

U N S - U nsa fe  P riv ilege
  particular privilege, role, capability, or right can can be used to perform  unsafe ac tions  that   

   were not intended, even when it is  ass igned to the correc t entity. N ote: there are 2 separate    
sub-categories  here: - privilege incorrec tly allows  entities  to perform  certain ac tions  - objec t is  

  incorrec tly access ib le to entities  w ith a given privilege T his  overlaps  authorization and access   
                                         control problem s.                                          

C H AIN  - P riv ilege  C ha in ing
  two dis tinc t privileges , roles , capabilities , or rights  can be com bined in a way that allows  an   
        entity to perform  unsafe ac tions  that would not be allowed w ithout that com bination.        

M G T - P riv ilege  M anagem ent E rro r
              a produc t does  not properly track, m odify, record, or reset privileges .               

C O N T EXT - P riv ilege  C on text Sw itch ing  E rro r
  the produc t does  not properly m anage privileges  while it is  sw itching between different contexts   

                                  that c ross  privilege boundaries .                                  

D R O P - P riv ilege  D ropp ing  / Lowering  E rro rs

IN SU F F  - Insu ffic ien t p riv ileges
      the produc t does  not handle when it has  insuff ic ient privileges  to perform  an operation.      

M ISC  - M isc. p riv ilege  issues

D EF  - Insecure  D e fau lt Perm iss ions
               a program , upon ins tallation, sets  insecure perm iss ions  for an objec t.               

IN H .ASS IG N ED  - Insecure  inherited  perm iss ions
 a produc t defines  a set of insecure perm iss ions  that are inherited by objec ts  that are c reated by  

                                            the program .                                            

IN H .PR ESERVED  - Insecure  p reserved  inherited  perm iss ions
 a produc t inherits  a set of insecure perm iss ions  for an objec t, e.g. when copying from  an archive  

                            f ile, w ithout user awareness  or involvem ent.                            

ASSIG N ED  - Insecure  execu tion -ass igned  perm iss ions
   a produc t, while it is  executing, changes  the perm iss ions  of an objec t in an insecure way that   

                                 cannot be controlled by the user.                                  

IN SU F F  - F a ils  poorly  due  to  insu ffic ien t pe rm iss ions

PR ESERVE - Perm iss ion  p reserva tion  fa ilu re
  the produc t does  not properly preserve perm iss ions  when copying, res toring, or sharing objec ts ,   

              which can cause them  to have less  res tric tive perm iss ions  than intended.              

U N VER IF IED  - U nverified  O wnersh ip
    the produc t does  not properly verify that a c ritical resource is  owned by the proper entity.    

W R O N G  - Im proper H and le r D ep loym ent
 the wrong "handler" is  ass igned to process  an objec t, e.g. calling a servlet to reveal source code 

of a .JSP f ile, or autom atically "determ ines" type even if  contradic tory to an explic itly spec if ied 
                                               type).                                               

M ISS IN G  - M iss ing  H and le r
                             a handler is  not available or im plem ented.                             

D AN G  - D angerous hand le r no t c lea red /d isab led  during  sensitive  opera tions

U N PAR SED  - U nparsed  R aw W eb C on ten t D e live ry
raw content or supporting code is  s tored under the web root w ith an extens ion that is  not spec ially 
 handled by the server such as  ".inc " or ".p l", caus ing the content or code to be delivered to the  
   user w ithout the pre-process ing that was  expec ted, typically resulting in an inform ation leak.   

U PLO AD  - F ile  U p load  o f D angerous Type
     the produc t allows  the attacker to upload or trans fer f iles  of dangerous  types  that can be     

                     autom atically processed w ith in the produc t’s  environm ent.                      

N O W AR N  - P roduct U I does no t warn  user o f unsa fe  actions

W AR N .IN SU F F  - Insu ffic ien t U I warn ing  o f dangerous opera tions
 a user interface provides  a warning to a user regarding dangerous  or sens itive operations , but the 

                       warning is  not noticeable enough to warrant attention.                       

IN C  - U ser in te rface  inconsis tency
  a user interface - whether a G U I or not - behaves  incons is tently w ith respec t to the operations    
  that are ac tually perform ed on the sys tem , e.g. checking a security option does  nothing, or the   

       user tells  the interface to "res tric t ALL" when it is  im plem ented as  "res tric t SO M E".        

W R O N G AC T - T he  U I pe rfo rm s the  wrong  action
                the U I perform s the wrong ac tion w ith respec t to the user’s  reques t.                

M U LT IN T - M u ltip le  In te rp re ta tions o f U I Inpu t
 T he U I has  m ultip le interpretations  of user input but does  not warn the user, or selec ts  the less   

                                       secure interpretation.                                       

M ISR EP - U I M isrepresen ta tion  o f C ritica l In fo rm ation
 the U I does  not properly represent c ritical inform ation to the user, allow ing the inform ation - or 
       its  source - to be obscured or spoofed. T his  is  often a com ponent in phishing attacks .       

U N IM P - U n im p lem ented  o r unsupported  fea tu re  in  U I
   A U I func tion appears  to be supported and gives  feedback to the user that sugges ts  that it is     

                  supported, but the underlying func tionality is  not im plem ented.                   

O BS - O bso le te  fea tu re  in  U I
                 A U I func tion is  obsolete and the produc t does  not warn the user.                  

M U LT - M u ltip le  In te rp re ta tion  E rro r (M IE )
 P roduc t A handles  inputs  or s teps  differently than P roduc t B , which causes  A to perform  incorrec t  

 ac tions  based on its  perception of B ’s  s tate. N ote: th is  is  generally found in proxies , f irewalls , 
  anti-virus  software, and other interm ediary devices  that allow, deny, or m odify traff ic  based on  

                          how the c lient or server is  expec ted to behave.                           

BEH  - Behavio ra l p rob lem s

PR O XY - U n in tended  p roxy/in te rm ed ia r
 a produc t can be used as  an interm ediary or proxy between an attacker and the ultim ate target, so  

              that the attacker can either bypass  access  controls  or h ide ac tivities .               

W EB - W eb p rob lem s

EXT R AF EAT - Extra  U nhand led  F ea tu res
                          B  has  features  that A does  not handle or m odel.                           

C H AN G E  Behavio ra l C hange
 A ’s  behavior or func tionality changes  w ith a new vers ion of A , or a new environm ent, which is  not  

                                    known (or m anageable) by B .                                     

VIO  - Expected  behavio r v io la tion
 A feature, AP I, or func tion being used by a produc t behaves  differently than the produc t expec ts .  

H T T P-SPLIT  - H T T P response  sp litting

H T T P-SM U G  - H T T P R equest Sm ugg lingD EF  - Insecure  de fau lt va riab le  in itia liza tion
  T he produc t, by default, in itializes  an internal variable w ith an insecure or less  secure value   

                                         than is  poss ib le.                                          

EXT IN IT  - Exte rna l in itia liza tion  o f trusted  va riab les o r va lues

FA IL - N on-exit on  F a iled  In itia liza tion
  the produc t does  not exit or otherw ise m odify its  operation when security-relevant errors  occur   

            during in itialization, such as  when a configuration f ile has  a form at error.            

M ISS  - M iss ing  In itia liza tion

IN C  - Inco rrect in itia liza tion

C LEAN U P.T M P Incom p le te  C leanup
  the produc t does  not properly "c lean up" and rem ove tem porary or supporting resources  after they  

                                          have been used.                                           

M EM LEAK - M em ory leak
 the produc t does  not suff ic iently track and release allocated m em ory after it has  been used, which 

s lowly consum es rem aining m em ory. T his  is  often triggered by im proper handling of m alform ed data or 
                                 unexpec tedly interrupted sess ions .                                 

LEAK - R esource  leaks

R ELEASE - Im proper resource  shu tdown
                 a resource is  not properly c leared and m ade available for re-use.                  

AM P - Asym m etric  resource  consum ption  (am p lifica tion )
 an attacker can force a vic tim  to consum e m ore resources  than should be allowed for the attacker’s  

                                          level of access .                                          

PO O L -. Insu ffic ien t R esource  Poo l
the software’s  resource pool is  not large enough to handle peak dem and, which allows an attacker to 

  prevent others  from  access ing the resource by us ing a (relatively) large num ber of reques ts  for   
           resources . Frequently the consequence is  a "f lood" of connec tion or sess ions .            

LO C K - R esource  Lock ing  p rob lem s

F ILED ESC  - U N IX  file  descrip to r leak
 a process  does  not c lose sens itive f ile descriptors  before invoking a child process , which allows  

             the child to perform  unauthorized I/O  operations  us ing those descriptors .              

N ET W O R K - N e twork Am p lifica tion
 a produc t or network sends  m ore network traff ic  to a rec ip ient (usually spoofed) than is  warranted 

 for the access  level of the rec ip ient. N ote: spoofing is  often a fac tor. Applications  that use U D P 
   are typically targeted, although th is  problem  can exis t in other protocols  or contexts . N ote:    

    network am plif ication, when perform ed w ith spoofing, is  norm ally a m ulti-channel attack from     
                   attacker (ac ting as  user) to am plif ier, and am plif ier to user.                   

ALG  - A lgo rithm ic C om plexity
    an algorithm  in a produc t has  an ineff ic ient wors t-case com putational com plexity that can be    
 triggered by an attacker, typically us ing c rafted m anipulations  that ensure that the wors t case is  

    being reached. N ote: the typical consequence is  C PU  consum ption, but m em ory consum ption and     
   consum ption of other resources  can also occur. N ote: s im ilar issues  can occur in c ryptography.   

D ATA - D a ta  Am p lifica tion
  the produc t does  not properly handle a com pressed input w ith a very high com press ion ratio that   

  produces  a large output. An exam ple of data am plif ication is  a "decom press ion bom b," a sm all Z IP  
               f ile that can produce a large am ount of data when it is  decom pressed.                

U N R ES - U nrestric ted  C ritica l R esource  Lock
    a c ritical resource can be locked or controlled by an attacker, indefin itely, in a way that     

    prevents  access  to that resource by others , e.g. by obtain ing an exc lus ive lock or m utex, or    
                          m odifying the perm iss ions  of a shared resource.                           

IN SU F F  - Insu ffic ien t Lock ing
   a produc t does  not suff ic iently lock resources , in a way that either (1) allows  an attacker to   

  s im ultaneous ly access  those resources , or (2) causes  other errors  that lead to a resultant W IFF.  

LO C KC H EC K - M iss ing  Lock C heck
  a produc t does  not check to see if  a lock is  present before perform ing sens itive operations  on a  

                                             resource.                                              

O BO  - O ff-by-one  E rro r
  a produc t uses  an incorrec t m axim um  or m inim um  value that is  1 m ore, or 1 less , than the correc t  

                                               value.                                               

SIG N  - In teger S ignedness E rro r (aka  ’s igned  in teger’ e rro r)
    a s igned integer is  cas t to an uns igned integer in a m anner that has  security im plications .     

G enerally, th is  occurs  when the attacker provides  an input that contains  a negative s igned integer, 
                        which is  cas t to a large pos itive uns igned integer.                         

O VER F LO W  - In teger overflow  (wrap  o r w raparound)
  in teger overf low: two values  are added together such that they exceed the m axim um  integer value   
(M AXIN T ), which produces  a value that is  not equal to the correc t result. T his  can happen in s igned 

  and uns igned cases ; in the uns igned case on a 32 bit sys tem , adding 1 to 0xffffffff  leads  to 0,   
   whereas  in the s igned case, adding 1 to 0x7fffffff  changes  the s igned value from  2147483647 to   

                                            -2147483648.                                            

U N D ER F LO W  - In teger underflow  (wrap  o r w raparound)
  in teger underf low: one value is  subtrac ted from  the other such that it is  less  than the m inim um    
 integer value, which produces  a value that is  not equal to the correc t result. T his  can happen in  

                                     s igned and uns igned cases .                                     

T R U N C  - N um eric  trunca tion  e rro r
the produc t truncates  a num ber, e.g. due to cas ting or other convers ion between num eric  types , in a 

                                way that has  security im plications .                                 

BYT EO R D  - N um eric  Byte  O rdering  E rro r
  the produc t m ixes  up the order in which bytes  are processed (e.g. b ig-endian and little-endian),  

                       caus ing a wrong num ber in a security-c ritical context.                       

ALT PC  - Au then tica tion  Bypass by A lte rna te  Pa th /C hanne l
 a produc t requires  authentication, but the produc t has  an alternate path or channel that does  not  
 require authentication. N ote: th is  is  often seen in web applications  that assum e that access  to a  

 particular C G I program  can only be obtained through a "front" sc reen. But th is  problem  is  not jus t 
                                            in  web apps .                                            

ALT N AM E - Au then tica tion  bypass by a lte rna te  nam e
  the software perform s authentication based on the nam e of the resource being accessed, but there  

                are m ultip le nam es for the resource, and not all nam es are checked.                 

SPO O F  - Au then tica tion  bypass by spoo fing

R EPLAY - Au then tica tion  bypass by rep lay

M IT M  - M an-in -the -m idd le  (M IT M )

M AID  - Au then tica tion  Bypass v ia  Assum ed-Im m utab le  D a ta
     the authentication schem e or im plem entation uses  key data elem ents  that are assum ed to be      

im m utable, but can be controlled or m odif ied by the attacker, e.g. if  a web application relies  on a 
                                      cookie "Authenticated=1"                                      

LO G IC  - Au then tica tion  Log ic  E rro r

ST EPM ISS  - M iss ing  C ritica l S tep  in  Au then tica tion

R ESU LTAN T - Au then tica tion  Bypass by P rim ary W IF F
 the authentication algorithm  is  sound, but the im plem ented m echanism  can be bypassed as  the result 

                  of a separate W IFF that is  prim ary to the authentication error.                   

N O N E - N o  Au then tica tion  fo r C ritica l F unction
  the produc t does  not perform  any authentication for func tionality that requires  a provable user   

                      identity or consum es a s ignif icant am ount of resources .                       

M U LT FAIL - M u ltip le  F a iled  Au then tica tion  A ttem pts no t P reven ted
    the produc t does  not im plem ent suff ic ient m easures  to prevent m ultip le failed authentication    
  attem pts  w ith in in a short tim e fram e, m aking it m ore susceptib le to brute force attacks . N ote:   

  com m on protec tion m echanism s inc lude disconnec ting a user, im plem enting a tim eout, locking out a  
              targeted account, or requiring a com putational task on the user’s  part.               

M ISC  - M isce llaneous Au then tica tion  E rro rs

PT EXT - P la in text S to rage  o f Sensitive  In fo rm ation

KEYM G T - Key M anagem ent E rro rs

ST EPM ISS  - M iss ing  R equ ired  C ryp tograph ic  S tep

W EAKEN C  - W eak Encryp tion

R EVH ASH  - R evers ib le  O ne-W ay H ash
 a hashing algorithm  produces  results  that can allow an attacker to determ ine the orig inal input -  
      or an input that generates  the sam e hash - us ing feas ib le brute force or cus tom  attacks .      

M ISC  - M isce llaneous C ryp to  P rob lem s

D ISK  - P la in text S to rage  in  F ile  o r on  D is

R EG  - P la in text S to rage  in  R eg is try

C O O KIE  - P la in text S to rage  in  C ookie

M EM  - P la in text S to rage  in  M em ory

G U I - P la in text S to rage  in  G U I

EXEC  - P la in text S to rage  in  Execu tab le

T R AN S - P la in text Transm iss ion  o f Sensitive  In fo rm ation

EN T - Insu ffic ien t En tropy
  the produc t uses  an algorithm  or schem e that produces  insuff ic ient entropy, leaving patterns  or   

                   c lus ters  of values  that are m ore likely to occur than others .                    

SPAC E - Sm a ll Space  o f R andom  Va lues
     the num ber of poss ib le random  values  is  sm aller than needed by the produc t, m aking it m ore     

                                susceptib le to brute force attacks .                                 

SEED  - PR N G  Seed  E rro r
            A Pseudo-R andom  N um ber G enerator can use seeds  incorrec tly, in various  ways .            

PR ED  - P red ic tab ility  p rob lem s

SAM E - Sam e Seed  in  PR N G
                  a PR N G  uses  the sam e seed each tim e the produc t is  in itialized.                   

PR ED  - P red ic tab le  Seed  in  PR N G
        a PR N G  is  in itialized from  a predic table seed, e.g. us ing process  ID  or sys tem  tim e.        

SPAC E - Sm a ll Seed  Space  in  PR N G
                           a PR N G  uses  a relatively sm all space of seeds .                           

STAT E - P red ic tab le  from  O bservab le  S ta te
 a num ber or objec t is  predic table based on observations  that the attacker can m ake about the s tate 

                      of the sys tem  or network, such as  tim e, process  ID , etc .                      

PR EV - P red ic tab le  Exact Va lue  from  P rev ious Va lues
      an exac t value or random  num ber can be prec isely predic ted by observing previous  values .      

R AN G E - P red ic tab le  Va lue  R ange  from  P rev ious Va lues
 a relatively sm all set of likely values  or random  num bers  can be predic ted, typically by observing 

 previous  values  or general non-random  patterns  w ith in the generator, and s im plifying a brute force 
                                              attack.                                               

EVAL - D irect D ynam ic C ode  Eva lua tion  (’Eva l In jection ’)
    T he produc t allows  inputs  to be fed direc tly into a func tion (e.g. "eval") that dynam ically     

evaluates  and executes  the input as  code, usually in the sam e interpreted language that the produc t 
                                               uses .                                                

STAT - D irect S ta tic  C ode  In jection
 T he produc t allows  inputs  to be fed direc tly into an output f ile that is  later processed as  code,  

                                  e.g. a library f ile or tem plate.                                  SSI - Serve r-S ide  Inc ludes (SS I) In jection
   a web produc t allows  the in jec tion of sequences  that cause the server to treat as  server-s ide    

                                             inc ludes .                                              

PH PIN C  - PH P F ile  Inc lus ion
      a PH P produc t uses  "require" or "inc lude" s tatem ents , or equivalent s tatem ents , that use      

 attacker-controlled data to identify code or H T M L to be direc tly processed by the PH P interpreter  
                                  before inc lus ion in the sc ript.                                   

U N C H  - U nchecked  E rro r C ond ition
 the produc t does  not properly check when an error condition has  occurred, in a way that leads  to a 

                                           vulnerability.                                           

M ISSER R  - M iss ing  E rro r S ta tus C ode
 the produc t encounters  an error but does  not return a s tatus  code or return value to indicate that 

                                       an error has  occurred.                                       

W R O N G C O D E - W rong  S ta tus C ode
 a func tion or operation returns  an incorrec t return value or s tatus  code that does  not indicate an 
 error, but causes  the produc t to m odify its  behavior based on the incorrec t result, in a way that  

                                     leads  to a vulnerability.                                      

U N EXPC O D E - U nexpected  S ta tus C ode  o r R e tu rn  Va lue
the produc t does  not properly check when a func tion or operation returns  a value that is  legitim ate 

                       for the func tion, but is  not expec ted by the produc t.                        

SIG  - Im properly  Verified  S igna tu re
     the produc t does  not verify, or im properly verif ies , the c ryptographic  s ignature for data.     

LT R U ST - U se  o f Less Trusted  Source
 the produc t has  two different sources  of the sam e data or inform ation, but it uses  the source that 

        has  less  support for verif ication, is  less  trus ted, or is  less  res is tant to attack.         

U D APP - U n trusted  D a ta  Appended  w ith  Trusted  D a ta
  T he produc t, when process ing trus ted data, accepts  any untrus ted data that is  also inc luded w ith  

                                         the trus ted data.                                          

D N SR EV - Im properly  Trusted  R everse  D N S
 the produc t trus ts  the hos tnam e that is  provided when perform ing a reverse D N S resolution on an IP 

                        address , w ithout also perform ing forward resolution.                        

IN SU F F -VER IF Y.T YPE - Insu ffic ien t Type  D is tinction
 the produc t does  not properly d is tinguish between different types  of elem ents  in a way that leads   

                                       to insecure behavior.                                        

W EB.C SR F  - C ross-S ite  R equest F orgery (C SR F )
 the web produc t does  not, or can not, suff ic iently verify whether a well-form ed, valid, cons is tent 

      reques t was  intentionally provided by the user who subm itted the reques t. N ote: C SR F is        
 m ulti-channel: 1. A ttacker-to-vic tim  (in jec tion; external or internal channel) 2. Vic tim -to-server 

                                   (ac tivation; internal channel)                                   

O T H ER  - O ther Insu ffic ien t Verifica tion

PTAM P - W eb Param ete r Tam pering
 a web produc t does  not properly protec t assum ed-im m utable values  from  m odif ication in h idden form   

         f ields , param eters , cookies , or U R Ls, which lead to m odif ication of c ritical data.         

PH PVAR  - PH P Exte rna l Variab le  M od ifica tion
    a PH P produc t does  not properly protec t agains t the m odif ication of variables  from  external     

                      sources . N ote: th is  is  a tech-spec if ic  ins tance of M A ID .                      

BD O O R  - Back D oor
   a h idden, undocum ented alternate channel, alternate path, or alternate nam e in the produc t, as    

 delivered to the consum er, that is  spec if ically intended for outs ide entities  to interac t w ith the 
               produc t w ithout success fully pass ing through all security m echanism s.                

H F U N C  - H idden  U ser-Triggered  F unctiona lity
  the produc t contains  func tionality that is  "h idden" but cannot be triggered by a user, i.e. the   

        func tionality is  not access ib le during well-form ed, valid, cons is tent interac tions .         

LO G BO M B - Log ic  Bom b

T IM BO M B - Tim e Bom b

AC C  - Back D oor Accoun t
   a h idden, undocum ented account, typically hard-coded, that allows  an attacker to obtain access    

                     us ing either (1) a spec ial nam e or (2) a spec ial password.                     

D EV - D eve loper-In troduced  Back D oor

O U T - O u ts ide r-In troduced  Back D oor
   a back door that is  introduced by a party other than the developer, e.g. by an attacker at the   

                                   produc t’s  d is tribution source.                                   

R EPLAY - Insu ffic ien t R ep lay P ro tection
    the produc t does  not use suff ic ient m easures  to prevent replay attacks  from  succeeding, e.g.    

                  random ness , integrity checking, tim eouts , and data verif ication.                  

BR U T E - Suscep tib ility  to  B ru te  F orce  A ttack

SPO O F  - Suscep tib ility  to  Spoo fing

AC C  - Sensitive  En tity  in  Access ib le  C on ta ine r
    the produc t s tores  sens itive data, objec ts , code, or other entities  in a direc tory or other     

                            container that is  access ib le to an attacker.                            

W EB - Sensitive  D a ta  U nder W eb R oo t

F T P - Sensitive  D a ta  U nder F T P R oo t

D F R EE - D oub le -F ree  Vu lnerab ility
     the produc t perform s a free() operation on a pointer that it has  already previous ly freed.     

SD IST - Incom p le te  In te rna l S ta te  D is tinction
the produc t does  not properly determ ine which s tate it is  in, caus ing it to assum e it is  in s tate X 

  when in fac t it is  in s tate Y, caus ing it to perform  incorrec t operations  in a security-relevant  
                                              m anner.                                               

T R U N C  - O ther Types o f Trunca tion  E rro rs

S IG N AL - S igna l E rro rs
                      the produc t does  not properly handle or m anage a s ignal.                      

ST D C H K - Im properly  Im p lem ented  Security  C heck fo r S tandard
 the software does  not properly im plem ent one or m ore security-relevant checks  as  spec if ied by the  

                    des ign of a s tandardized algorithm , protocol, or technique.                     

M IS IN T - M is in te rp re ta tion  E rro r
       the produc t m is interprets  an input, whether from  an attacker or another produc t, in a        

                                     security-relevant fashion.                                     

BU SR U LE - Business R u le  V io la tions o r Log ic  E rro rs
    the produc t perform s as  expec ted w ith respec t to docum ented W IFFs, m anipulations , and attack    

  vec tors , but it behaves  in certain ways  that can only be regarded as  vulnerabilities  w ith in the   
                    context of the "bus iness  ru les" that the produc t im plem ents .                    


